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Executive Summary
Digital Forensic is also known as computer and network forensics and it’s a branch of Forensic Science that specifically deals with application of scientific knowledge and proven methods in an aim of preserving, collecting, validating, identifying, analyzing, interpreting, documenting and presenting digital evidence obtained from digital sources in an aim of assisting or promoting events reconstruction in case of any criminal acts or provide help in anticipating actions that are unauthorized and with the capability of disrupting any planned operations (John, 2012, p. 7). This paper, therefore, aims at providing a detailed report on the application of Digital Forensics in a Forensic investigation of a case relating to stolen at the AEB Systems on a highly classified plan for the development of the next generation Enterprise Class Aircraft. Digital Forensics knowledge will be used to identify, collect, examine and analyze relevant data at the AEB Systems that may explain how and the circumstance at which the information was stolen. This activity will be carried out through the guidance of the various Digital Forensics techniques while also ensuring that the integrity of the information collected is preserved and a strict custody for the data maintained (Kent, et al., 2006, pp. ES-1). The data collected is aimed at developing and generating evidence which is presentable in a court of law or for an Internal Disciplinary Committee.





Introduction
Digital Forensics aims at using accepted methodologies & procedures to correctly obtain, protect, provide an informed analysis of the data collected and determine what exactly happened. This activity must be well documented, preserved and should be available for review (Rocha, 2014). In this case the investigation aims at determining how classified information was stolen at AEB systems. This is of course putting in mind the fact that the evidence integrity should not be affected by the actions taken in the collection and analysis of data. The aim of the Digital Forensics examiner is to extract information that is actionable to help with the case. The methodology used is very important as it helps the examiner to stay in line with the needs of the investigation (Rocha, 2014). It also ensures that the Digital Forensics examiner gives a proper presentation of the digital evidence either in court, legal proceedings & internal disciplinary panel and handling of malware problems. The process of Digital Forensic Investigation follows a certain procedure. This involves acquisition of data from different sources as the first step. This information is later examined, analyzed and compiled into a digital forensic report which has been clearly written and gives an evidence supported explanation of what the data reveals (E-Investigations, 2016). This procedure will, therefore, be highly important in investigating the case of stolen data at the AEB Systems. Throughout the investigation of the AEB System case, consciousness for the examiner is imperative on the need to conduct an examination that is accurate and impartial of the digital data and extract evidence to give a solid explanation relating to the stealing of the classified information. This report is, therefore, structured in such a way that it follows the steps that were used during the investigation process and details every action that was taken during this activity.


Acquisition
This is the first step in the Digital Forensics investigation process and it involves identification, labelling, recording, and acquiring data from source that are relevant. While under taking this activity, it was important to keep in mind the fact that digital evidence in very fragile in nature and can be easily damaged, altered or destroyed in the course of its acquisition as a result of improper handling or improper examination techniques which may render the evidence unusable or lead to conclusions that were inaccurate. Special safety measures were, therefore, taken during the evidence collection in a manner that protected and preserved the original digital evidence to ensure that its integrity was maintained without any alterations and the conclusions to be drawn would, therefore, note be questionable (National Institute of Justice, 2004, p. 11). The Digital evidence at the AEB Systems was collected from the servers, desktops, laptops, virtual servers, external hard drives and cell phones (E-Investigations, 2016) of the 20 members of the team at AEB Systems who were the only people who had access to the confidential information that was stolen. The information relating to the following aspects was documented; Hardware & Software of the examiner’s system, internal storage devices & the configuration of the hardware, the condition of the drivers and internal components and configuration information on the systems. The geometry of the storage devices was examined to ensure that every space was accounted for while all the electronic serial numbers of the drives obtained were recorded. Other data sources which were obtained and recorded included a history of the Network activity in the company and Audit records. The drives, hard disks, flash cards that were used were also photographed to act a visual reminders.
The process of data collection and acquisition should follow a legally accepted Digital Forensics procedures as any illegal activities during the data acquisition would mean that the evidence built would not stand in a court of law as it was obtained unlawfully. At AEB Systems, a decision had to be made by the management in accordance with the policies of AEB Systems and as advised by their Legal team on the need to collect and preserve information in a way that supports its application in future cases in courts or for the internal disciplinary proceedings (Kent, et al., 2006, p. 2). The process of data collection was, therefore, carried out through a well-organized methodology and the process was divided into 3 steps as follows
Development of a plan on Data acquisition.
This step is important due to the various data sources available and it was also important in helping to prioritize and create an order of acquiring the data. For this reason, the data to be obtained would be classified as
· Volatile data-This is a form of data that only exists when the digital systems are on and is lost when they are switched off. This is a form of data which is short-lived and requires more sensitive methods of acquisition. This form of data can be obtained from the caches, registry and the RAM. Capturing of this data as mentioned can only happen when the processes are running, presence of a network connection and the memory stored data (INFOSEC Institute, 2014).
· Non Volatile data-This is the form of data which isn’t lost when a digital system is powered off and exists whether the system is switched on and off. This form of data was captured in a different way through copying of all the data found in the target system in a process called Forensic Imaging. EnCase was the imaging tool used to develop the copies of the original data. Forensic imaging helps in preventing alteration of the data and thus ensures that the data obtained is same as the original (INFOSEC Institute, 2014).
Actual Data Acquisition
The data was collected as per the classification of whether it was volatile or non-volatile. Forensic tools were used to collect volatile data while Forensic imaging was used to collect and secure the original data sources without alterations. Other forms of data collection that were used included Analysis and Security tools. All the data was obtained locally as unlike obtaining through a network, local data acquisition gives much more control over the data & the systems that are the sources (Kent, et al., 2006, p. 3).
Verification of Data Integrity
This is the final stage in the data acquisition process and it was done to ensure that the data collected at AEB Systems, both volatile and non-volatile, was in no way altered or changed and was the same as the original data. Through use of MD5 Hash functions, the original and the copy message digests were compared for any alterations. Verification was also done by comparing the originals’ and the copies’ Hash values. Furthermore, a comparison of specific sectors in both the original and the copy was done. After the verification the Write Protection was initiated for the preservation and protection of the original document (Kent, et al., 2006, p. 3).
Examination of Evidence
After all the data was collected and checked for any alterations, an examination was conducted using the various tools of Digital Forensic Investigation. The use of the Digital Forensic Investigation tool is also important as it helps chose and select only the important data from the millions of files that will be obtained from the data sources. The examination of evidence was conducted on the copy evidence using different techniques depending on the evidence source (Kent, et al., 2006, p. 6). All the data that was examined had been previously obtained through legal Digital Forensic procedures. Several steps were undertaken during the conduction of evidence examination and they include
I. Preparation
This step involved preparation of file systems, Network, Windows registry and Databases to which evidentiary data and files would be extracted from (E-Investigations, 2016).
II. Extraction
The process of extracting data involved not only the obvious locations where data can be found but also involved retrieval of hidden files and encrypted data from the networks. Every discovery at the extraction process was documented during this process. During the data extraction step, two different methods were used to obtain the information. 
· Physical Extraction method
This was used for the identification and data recovery across all the physical drives. This was done regardless of the file system present in the drives. Physical extraction was done through techniques like File carving, Searching of Keywords and recovery of the partition table & the unused space on physical drives. The use of these methods for physical extraction was important in ensuring that no evidence was left behind. The processing of File carving and keyword searching over the entire physical drive allows recovery and extraction of files that are usable and data that both the File system and the Operating systems cannot account for. On the other hand, the examination of the partition structure of the drives helps in the identification of the present file systems and helps in determining whether all the hard drive’s physical size is accounted for (National Institute of Justice, 2004, pp. 15-16).

· Logical Extraction method
This method involves the identification and recovery of data and files found in the Operating Systems, Applications and File systems. This method of data extraction involved recovery and extraction of deleted files, file stack, unallocated space and compressed, encrypted & password-protected data. The file system examination provided a variety information about the file including the Attributes, size, name, location, date & time stamps and the directory structure. Since the amount of data in the File systems was in excess, a comparison of both authentic and calculated hash values was done for the purpose of data reduction for the identification and elimination of known files (National Institute of Justice, 2004, p. 16).
III. Analysis
This is the interpretation of the data that was extracted during evidence examination and at this point determination of the significance of the data to the case is done. After the extraction of data, the evidence was studied and analyzed to generate a conclusion on how the information may have been stolen in the AEB Systems. A Malware analysis was done on the systems to identify any malicious activities present in AED System’s network. A malware executable analysis was done in order to identify if present, the capabilities of the malicious codes and its aim. This analysis is important as it helps identify vulnerabilities in the system that that may have led to the compromise of the data. Both dynamic and static malware analysis were carried out through which the vulnerability was examined with and without running the malware respectively (INFOSEC Institute, 2014). The analysis also involved identification of people, events, places, items and establishing a connection between these variables before a conclusion was reached through other forms of analysis apart from the malware analysis were carried out to develop different points of views. These forms include
· Timeframe Analysis
This form of analysis was done for the determination of the period at which various events occurred in the Digital system. This is particularly helpful as it helps establish a relationship between the activities that were out at a specific time to an individual. It involved the review of time and date stamps from the Computer’s File systems and through this a link between the file of interest and an investigation relevant timeframe was established. This provided metadata like last access, last modification, creation of a file and even whether the file had been changed. The date and time stamps for the last modification helped determine when the changes of the files content were last executed (National Institute of Justice, 2004, p. 16).
· Data Hiding Analysis
This form of analysis was done on the filed which were concealed during the extraction. This data is very helpful as it indicates knowledge, intent and even ownership of the information. This form of analysis may involve simple steps like comparing the contents of the files with their headings or titles to identify any mismatches. Mismatches would be indicative that there was an intention to hide data. Access to Encrypted, password-protected and compressed files is gained through more complex procedures and is also indicative that the data contained was meant to be concealed from users that are unauthorized. Accessing the Host Protested Area of the systems provides user created data which would show that someone attempted to hide data. The presence of covered and hidden writings (Steganography) was examined as this would help to identify the parties that communicated and possibly exchanged concealed messages (National Institute of Justice, 2004, pp. 16-17).
· Application and File Analysis
The files and applications obtained are very important in providing insights and information on the system’s capabilities and the knowledge the user has. The performance of this form of analysis provided information that indicated the need to do file contents examination, file names review for patterns & relevance and identification of the number of Operating systems used at AEB Systems. This analysis also involved relationship consideration between files and the identification of unknown file types to determine whether they had relevant information about the stealing of the information. Users’ default storage locations for the applications & drive’s file structures were analyzed to determine the exact location of the files. This analysis also involved viewing of the user-configuration settings and the contents of the files that are user-created through the application that created it. This is important as the analysis may reveal information about the author, the time of the last edition, the number of time the file was edited and where the file was saved or the location at which it may have been printed (National Institute of Justice, 2004, p. 17).
· Ownership and Possession
This form of analysis involves identification of the individual (s) who accessed, created or modified a file. Ownership and knowledgeable possession of the data in question was also determined. This form of analysis is usually based on the other forms mentioned above. In timeframe analysis, ownership and possession can be determined through placing the individual at the computer during a specific time and date. In application and file analysis, ownership and possession is established through location of files in non-default locations, the file name & the contents. The file contents may also give more insights on the owner as they may contain information specific to the user. On the other hand, in the hidden data analysis, ownership and possession may be indicated by the mere presence of hidden data or the presence of passwords restricting access to both encrypted files and password-protected files (National Institute of Justice, 2004, p. 18).
Conclusion
Digital Forensic Investigations aims at reconstructing the conditions at which digital crimes were committed. This field of Forensic science requires vast knowledge in Computer science and legal matters to achieve the desired goal. The compromise of classified data lies within the mandate of Digital Forensics Investigations. While many cases of information breaches and compromise have been linked with presence of a malware in the systems by hackers, data may be stolen and leaked by the employees of a company. Data compromise as in the case of AEB Systems can results in detrimental effects on the performance and even the popularity of a company. It is, therefore, imperative that the process of Forensic Investigation be very effective in the data analysis so as to be able to draw a conclusive and satisfying report on the case. Each step of the process should be done professionally in a way that is legally acceptable in such a way that the evidence gathered from the investigation would be presentable in a court of law. The Forensic Investigation process should be particularly careful with the data collection and extraction due to the vulnerability of Digital data. Documentation of evidence is a very important process in Digital Forensic Investigations. It should be a continuous process and the recorded findings will be used to formulate a report that should be detailed, accurate and complete. The report must also be well formulated and structured depending on the target audience. The reports should also provide remedies on the security policies and how they can be improved or upgraded. The knowledge and the understanding of the use of Digital Forensics Investigation tools hold the key to the fight against Cybercrimes.
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