
Has the Internet Changed the Meaning of Privacy?
[bookmark: _GoBack]	Privacy is all about selectively sharing personal information with others.  This statement implies that everyone has the freedom and right to express themselves and at the same time be able to withhold information that one does not want to reveal. The concept of privacy differs among different cultures, but some similarities exist. The right to privacy can be summarized as the right to choose seclusion as well as the control over how others use one’s information (Solove 737). Solove (737) states that the “harm is that your concealed information is spread to others.” Regardless, instances where an individual might freely choose to share private information exist. When offered lucrative prizes, people can share some or all of their confidential data. This is the strategic exploitation of human behavior depicted when an individual wants to gamble for a prize and is willing to share his/her personal information. Despite this, the meaning of privacy is currently a major concern due to the proliferated use of the Internet. 
	Internet privacy refers to the individual right of users to control the use of their private information by secondary parties. It is a subset of data privacy that involves one’s mandate as an Internet user concerning the storage, repurposing, identity, and access by third parties (Roberts et al. 317). In the recent past, internet privacy has been a major issue because of the increasing security problems on the web. It is evident that businesses are opting for globalization via the Internet to reach more customers in other parts of the globe. Online payment platforms have emerged to enable users to make online payments using credit and debit cards. Indeed, it is a grand option that can make anyone appreciate the revolutionizing aspect of the Internet, especially when businesses are concerned (Roberts et al. 317). On the other hand, it is important to question whether it is safe to pay for goods and services online. 
	Despite the embrace of the Internet for business operations, there are major concerns over privacy of client information. Cyber-attacks through viruses, malware, and hackers has led to a severe tampering with the meaning of privacy. Statistics indicate that cyber crime is on the rise, and proves that the Internet is not a safe place to share confidential and personal information (Roberts et al. 317). Roberts et al. (317) points out that “identity theft and related fraudulent activities affect approximately one in twenty-five adults each year across Western societies.” As much as cyber security is continuously being improved, criminals are also enhancing their strategies. Fraudulent activities on online commercial platforms are on the rise because fraudsters have greater abilities to steal the identities of the customers of various businesses online. This information enables them to steal money and any other sensitive information that might be damaging. People themselves are no longer concerned with the security of their information considering that they have lax security. Bailey (2015) states that “Lenovo, a computer company, was selling computers with a preloaded software that would give hackers a backdoor into consumers’ private communications.” Regardless, over 250,000 consumers did not care about this exacerbating their situation. 
	Gaining unauthorized entry into a computer system is easy because of the Internet. Malware programs like botnets, spyware, and backdoor viruses that are designed to penetrate computer systems and stream siphon information to a fraudster (Pool and Custers 124). These programs target the most sensitive personal information which fraudsters can use to their benefit. They steal credit card information, bank details, email addresses, and phone numbers. As such, they can steal money from businesses (fraud) or can pose as the victim of fraud (identity theft). Such things make people wonder if anything or anyone on the internet is safe. After all, as mentioned above privacy infers sharing information selectively, as in choosing what others can see. Consider an example where a person receives bills on his/her credit card on purchases that he/she does not remember making (Pool and Custers 124). It is then that the reality of the security conditions of the Internet, dawns on the victim of a cyber fraud. 
	In the past, the concept of privacy was practical where an individual could share what he/she wants. This is not the case today, all credits to the Internet. This is not just because it has led to increased criminal activities. It is also because the Internet has provided the government and many other organizations with the ability to gain insight into individuals’ lives without their knowledge. There are times when the right to privacy can be revoked by the government especially when national security is at risk. An example is when government security agencies are on the clock to avert a terrorist attack on American soil. The Internet of Things, which refers to the connection of many devices connected to the World Wide Web (www) enables the government to spy on their targets. This means that the government no longer require consent from its citizens to access private information. 
	The advancement of technology has improved the government’s ability to gain knowledge about people of interest especially those associated with the security. If the world continues in this direction, the internet of things will be used for the identification, surveillance, tracking, targeting, and monitoring individuals (Melissa 1025). In addition, the information gathered will be useful for the recruitment of assets to serve the government’s interests. The advocates for privacy consider this moment as the golden age of surveillance because the Internet is everywhere allowing the government to spy on anyone of their choosing. Studies assert that the Internet of things has served as a portal for surveillance for a long time now (Melissa 1025). Its use increases with further evolution and improvement of technology and particularly, the Internet. 
	Following a news article, the US Congress agreed to repeal the Federal Communications Commission’s (FCC) rules and guidelines that Internet Service Providers (ISPs) use for providing some of the online services (Snider, USAtoday.com). These rules were under the Congressional Review Act, and they demanded that customers are requested for permission to use or collect sensitive information. The Congress pointed out that the FCC rules vary extensively from the Federal Trade Commission’s framework leading to lots of confusion regarding privacy. Removing the FCC rules means that the user’s information is available for use once he/she decides to use an ISP (“The Pros and Cons” 12). Despite the fact that the FCC and FTC have the authority to act when sensitive information of a citizen is used unfairly, the security and privacy of information have remained mere concepts. This reminds me of a time I subscribed for services by a certain ISP. The terms and conditions were not the same as usual because there was no requirement for me to provide consent to access my private information, In other words, the walls of secure information sharing are gradually decaying due to the enhanced access to information the internet provides.	Comment by Unknown Author: Direct quotes?  
	Evidence points the world to a single direction, which is the world where personal information is no longer private. It seems that way when one looks at where the world was without the internet. The increased identity thefts and fraudulent activities on e-commerce websites is an indication that cyber security is not possible. Despite the efforts to contain cybercrime, fraudsters are advancing their approaches and strategies. The government also enhances the concern for privacy considering that it employs the internet of things as a surveillance tool. The world marvels on the positive things the internet can do, forgetting that it chips away from their privacy. The fact that rules which grant the citizens control over their private information are gradually being eliminated, raises the question of the meaning of privacy. Indeed, the internet has changed the meaning of this crucial concept. 
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