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Government Surveillance
Introduction
Surveillance is efforts put up by the government to gather information about people from different locations and distances. The government ensures it does not enter into private spaces of people. The surveillance done by the government is mainly in three directions which include communication surveillance entailing real-time interception of the communication an individual has, for example, recording the phone calls of an individual, bugging the house of individuals to monitor the talks and calls made. The other common surveillance done by the government includes physical surveillance whereby a person's physical activities are monitored (Slobogin, Christopher, 3). The government sends out agents whose main job is to follow up on every move done by the person. The last form of surveillance is the transaction form of surveillance that mainly involves follow up and accessing all the recorded information about all forms of transactions done by an individual. 
The government uses these three types of spying which are very easy especially in the current era due to technological advancement. For example, the Chicago police have been looking for a gang that deals with drugs and violence reside at Slumville a downtown section in the town. Since the gang is aware of surveillance they do not use pagers and phone call. Instead, they utilize face to face meetings. The new chief of operations decided to install new investigative technology that would help capture the kings of the gang. The police force placed resistant cameras that were equipped with wide-angle lenses and could zoom and have night vision. They were placed on telephone poles at every intersection of Slumville. More cameras that had pinholes apertures were installed in some of the buildings in the town that were suspected to be houses of the gang members (Slobogin, Christopher, 6). Moreover, the police would fly helicopters in the region and had magnification power and imaging that detected heat waves emanating from buildings in the area. Vehicles that entered or left the region were tracked through the use of GPS. The move by the police is necessary and even though the majority of the American's would not mind surveillance, the government should not spy on the internet information of people.  
Internet activities of individuals have increased as technology improves. People use social networks every day and the social network sites are dominating the online activities of individuals. The government uses e-government in creating the surveillance-oriented society. E- Government is a system with a highly computerized communication network and digitalized personal databases (Ogura, Toshimaru, 283). The government has used the social media monitoring software to geographically track individuals as they communicate. The software can identify and monitor the behavior of protestors, identify the leaders who are in charge of certain political beliefs and social movements and measure the influence they have on the public. The software is also to predict future events of people such as threat assessment and manipulation of the public opinion. The software uses high levels of technology which sometimes is beneficial but in most cases blankets a wide range of innocent people without any evidence of wrong-doing. The surveillance raises issues on the privacy of individuals and ensures silencing discourse through politically profiling, tracking and targeting innocent people who express their views online (Sidhu, Dawinder, np.). Moreover, use of internet soft wares to survey on people severely leads to devastating mistakes such as making false alarms and mistakes. Through the use of the software, it becomes very frightening when an individual innocently becomes a target; it also becomes an intrusive violation of privacy and a very uncomfortable exposure that usually threatens the civil liberties of individuals.  
The government’s surveillance on the social media posts of the citizens is not constitutional since it does not allow people to have the freedom of expression. The posts people have on their social media sites such as Facebook reveal extensive private details about an individual. The information contained in some posts may be sensitive since the information contain might be meant for a certain audience. Moreover, the posts made by people can show the location of the person (Dinev, Tamara, Paul, and Michael, 220). With the availability of a person's location, it becomes easier to track the daily movements and habits of a person which becomes an invasion of privacy. Government surveillance creates a chilling effect in people that makes people avoid free speech. The report made by PEN American Center shows that when people know the government is surveying on their activities the messages they send tend to be self-censored, they individuals also avoid discussing a certain topic such as politics and social issues (Bellovin, Steven, et al, np.). When surveillance becomes a habit, it limits speech and shrinks the amount and diversity of the ideas in the marketplace. The foundation of democracy is also violated which causes people to live in fear and ensure anonymity such as in Singapore where the government is widely engaged in surveillance of the citizens (Rodan, Garry, 78).
Many of the American citizens do not view the surveillance of telephone and internet as a method to end terrorism as the government suggested. Around seventy-four percent of the citizens believe that people should not give up their privacy and freedom just to avoid terrorism. (Jennings, Judson, np.) Most of the policies fail to curb terrorism instead restrict the civil liberties of people. Furthermore, with government surveillance on the internet, it becomes difficult for entrepreneurs to conduct e-commerce transactions due to privacy concerns since many feel that will be an intrusion by the government into the private businesses of individuals (Dinev, Tamara, et al, 58).  Banning websites to be accessed by consumers of a legal age does a lot of harm to the profits and sales of the companies that rely heavy on internet advertising on. The use of censorship on the websites of companies makes it difficult for the companies to reach the international markets. Moreover, the government can abuse the power it has since it is able to access all the information it needs about citizens which leads to increased cases of corruption by the government official, murders and prosecution of innocent people as they are charged for crimes they did not commit but made certain comments that were against the government, therefore, rendering them criminals. For example, in Singapore where the government surveillance is high, there is a huge abuse of power by the officials. Moreover, for most governments, there is no accountability, checks, and balances put in place. 
The first internet surveillance program established in 2007 was known as the NSA surveillance program and collects store data from the internet from more than nine internet companies that include Google, Apple, Microsoft, YouTube, Yahoo, and Facebook. The mining of data from these companies would lead to the wrong use of the information gathered by the government or private organizations. These organizations could use the information gathered about the citizens to use it for an unfair advantage. Moreover, access to the store data makes it easy for hackers to gain access to private information about people that can lead to chaos if they sell the information to rival governments, private companies, and other organized crime groups. Government surveillance on the internet is very costly as it requires the use of a lot of resources to be invested in purchasing the equipment, manpower and all costs involved in the installation process (Dinev, Tamara, Paul, and Michael, 245). The installation of the programs is very expensive for the government that mainly uses the taxpayers' money to install the technologies. When the surveillance is used for unbeneficial reasons it becomes a waste of resources that could have been used in other areas. Moreover, the monitoring and censorship of information lead to limited access to the extensive source of information since most of the information that could be important is regarded as dangerous, therefore, it is blocked to ensure that people do not have access or use the information (Sidhu, Dawinder, np.). Some of the information might be helpful in educational programs or in detecting fraud but since it is not available people may not be able to have knowledge on how to handle certain situations that could be explained in some of the content in the censored information.
Conclusion
The surveillance of people by the government has various benefits to the society especially at the age and era of terrorism, increased violence, murder cases and illegal drug use. However, to survey on the internet of individuals will require the government to provide clear guidelines of the extent they are spying since the citizens are forced to sacrifice their privacy for the sake of peace and fight against terrorism, children’s pornography and crime.  Too much surveillance is unnecessary since it leads to infringement of privacy of individuals, therefore; there is the lack of freedom for the citizens to express their views on their social media pages. People tend to live in fear that the government is spying on their moves making them reduce the use of the internet to express their views and opinions on a matter. The increase in fear leads to the reduction in creative ideas in the marketplace and loses for the social media sites since the huge amount of traffic from people visiting the sites reduces.  Even though government spying is good as it detects threats such as terrorism, crime, child pornography, fraud and tax evasion it becomes a major infringement of the privacy of individuals. Moreover, it becomes difficult for the government to curb terrorism through spying on individual’s internet since the terrorists are fully aware of the government actions; therefore, they reduce the usage of phone conversations and internet. Therefore, surveillance on the internet usage of people does not really help in curbing terrorism or any illegal act by gangs. Enough accountability, checks, and balances are required to be done to ensure the officials in charge of surveillance to not use the information acquired to harm innocent people.  
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