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The Future of Hacking
	Hacking is a distinct cyber crime which is targeted to a vast range of users including governments, countries, corporate, individual, among others. The trend has compromised data security leading to the undesirable exposure of personal information. It is also used in theft and sabotage in many instances. Notably, the future of hacking is projected to worsen due to factors such as the Internet of Things, as well as increased use and availability of smart appliances. Therefore, hackers are expected to attack various areas including the robots and the health sector. Also, household appliances will not be spared by the hackers. This paper will explore the future targets areas of the hackers and the role of computer forensic research in the collection of evidence related to hacking crimes.
	Notably, due to the use of robots in a vast range of areas, hacking them could result in heightened crises. For instance, hacking industrial robots could lead to an economic sabotage and a subsequent economic slump. Alternatively, military robots may be hacked so that they turn against their handlers. In any case, not only will hacking of robots the daily operations of various sectors, it will also result in injuries or death of the handlers.  Alternatively, advanced technology has witnessed the introduction of “smart” appliances in various aspects of life (Wagstaff, 2016). This has simplified the work of hackers in personal attacks. Accordingly, in the future, the hackers will attack individuals by hacking their household appliances such as televisions and fridges. Similarly, hackers are also expected to invade the health sector. This would lead to a crisis due to implementations based on misleading information, thus comprising the quality of healthcare. Based on the above future projection is vital that the law enforcers be properly armed in order to counter the hacking trend.
	According to Garfinkel (2010), the competence of computer forensics as a way of countering hacking and other cyber crimes has been overcome by the technological advancements. As such, forensic research is gradually becoming obsolete thus creating a hindrance for effective probing of cyber crimes. Some of the factors that have created a crisis in the digital forensic include use of embedded flash storage and multiplication of hardware interfaces thus hindering the creation of a forensic image of a subject device. Additionally, the cloud storage splits data structure into elements, thus hindering the accessibility of frequently data and code. Besides, the proliferation of operating systems has increased the complexity and cost of data analysis tools. These among other factors have resulted in exculpatory loss of significant evidence; thus hindering the effectiveness of law handlers to counter hacking crimes.
	Currently, the disk images, packet capture files, extracted named entities files and file signatures, are the commonly used data abstractions. However, Garfinkel (2010) argues that innovation of abstractions such as signature metrics, file, and file system metadata among others would enhance the evidence collection process. Similarly, standardized architecture would facilitate the scale, hooks for trialing and workflow automation that is vital in research methodologies. Besides, the use of enhanced forensic analysis models such as stream-based disk forensics, stochastic analysis, and prioritized analysis among others would enhance the outcomes. This would enhance the evidence collection process and thus aid in curbing hacking in the future.
	In conclusion, the advancement in technology has increased the targets of hackers while reducing the efficacy of forensic computing as a way of curbing cyber crime. The proliferation of the operating systems, embedded and cloud storages have hindered the accessibility to evidence in cyber crimes. Accordingly, the use of use of novel abstractions, standardized architectures, and advanced forensic data analysis models would significantly enhance computer forensic research as a way of curbing hacking and other cyber crimes. 
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