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The 2012 NIST SP800-30 Does Not Need to Be Updated In 2017
The dependency in the information systems in business processes has made criminals to take advantage in attacking the organizations’ information systems. As the development of the information technology over the years, so does cyber security is at risk. Therefore, it is important for the firms to implement risk assessment and mitigation strategies to combat the cyber attacks. The 2012 NIST publication on the risk assessment does not need to be updated in 2017, the current year. The initiative to combat risk exposure to cyber attacks starts with the individual. Further, being proactive to risks minimizes the chances of attack as well as continuous assessment of risk. Thus, despite the revision in risk mitigation, the organizations and individuals carry the vital role in avoiding information systems risks. 
Individual Responsibility
The 2012 NIST publication illustrates the importance of every stakeholder to be aware and take the necessary steps to prevent the risk of becoming a victim of cyber crimes. When everyone takes the initiative to own security measures, the likelihood of cyber attacks is minimized. The stakeholders should not leave their systems unattended or leave the systems without passwords ("NIST Computer Security Publications - Drafts"). This prevents unauthorized access to information. 
System Security Testing
Being proactive plays a vital role in ensuring systems security from attackers and unauthorized individuals. Testing enables the organizations and individuals in identifying the vulnerability of the system to risk of attacks ("Emerging Issue In Cyber Crime: Case Study Cyber Crime In Indonesia" 513). This means that the revision of the 2012 NIST in 2017 would have no impact if the users of the systems are not proactive in handling the information systems. There are a variety of testing methods including penetration testing, security evaluation and test and automated vulnerability in scanning tool. If the tests are done on a regular basis, the possibility of cyber attacks will be minimal. Collecting data and testing will establish the exposure to the risk. 
Continuous Risk Assessment
The process of risk mitigation should be continuous to identify and rank the risks accordingly. When an organization conducts an ongoing risk assessment, the chances of risk exposure are minimized. The risk assessment process should aim at providing the information to the relevant stakeholders. Communication plays a significant role in combating the system risks ("NIST Computer Security Publications - Drafts"). 2012 NIST publication should not be revised, but the system's users should uphold the corrective measures in earnest and being proactive rather than being reactive. 
Conclusion
Revision on the guides for conducting risk assessments will not have a significant impact if the firms fail to be proactive, conduct continuous assessment and test the system security. Further, all workers must be conscious of the security matters and take initiatives necessary to combat the vice. The managers should offer relevant information to the workers to enhance awareness of the trends in the cyber attacks to keep vigil and to emphasize on keeping the systems secure. The primary cause of security breach starts with the individual. Therefore, the responsibility to combat cyber crime should start with individuals.
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