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Abstract
Healthcare organizations have transformed from the old era to a technologically digital era. Healthcare information technology has advanced in a way that most teams can share the patients’ health record through the use of appliances like Electronic Health Records (EHR) and Telemedicine among others. A project committee in an emerging healthcare information system should include leadership team, design team, additional stakeholders and the donor. Interoperability in the healthcare industry is necessary for the efficient sharing of patients’ information between different healthcare organizations and among various practitioners. Standardized nursing terminology is vital for the smooth operation of the healthcare industry and assessment of clinicians’ performance. Healthcare information systems are prone to threats such as viruses and hackers that might tamper with the stored information. There are industry standards for protecting data integrity and for minimizing risks about health information system. 











Healthcare Information Technology
	Health care systems have evolved from the old analog era to a digital age where the information is stored in well-organized data for future use. Health care informatics started in the late 1960s, by the American Society for Testing and Materials (ASTM). The first major healthcare informatics standards set by ASTM included health information system security, data content, laboratory message exchange, and properties of electronic health record systems. Health information technology involves planning, augmenting, creating, using and conserving the information systems in the healthcare unit.
	Health information systems must strive to meet the current regulatory requirements set by the ASTM. The first step an organization must take to meet the standards is the advancement in technology. In the past ten years, some technological advancement has emerged. For an upcoming healthcare organization to prosper, and meet the federal requirements, it must meet the following technological advancements.
The electronic health records
	The electronic health record (EHR) is a modern digital way of tracking a patient’s health history as opposed to the outdated patient’s paper chart. It automatically and securely displays the relevant patient’s information available to the authorized personnel. The EHR is designed to offer a broader perspective of a patient’s care that goes beyond standard clinical data available to health providers. The EHR can automatically enhance the smooth-running of a vendor workflow. It offers entry to evidence-based apparatus that can be used by providers to make resolutions about a patient’s care. It can also contain a patient’s medical history such as test results, treatment plans, immunization dates, and radiology images among others. The EHR information can be shared with other healthcare organizations and with different providers that are within its creation and management. So it also provides information from all the practitioners involved in a patient’s care.
Telemedicine/ Telehealth
	Telemedicine is the provision of a two-way audio-visual communication between the healthcare provider and the patient in remote clinical services. Here, the patient can consult the doctor’s advice about non-emergency medical problems via a phone call. It is very convenient and saves time and cost by the patient compared to visiting a health center. In cases where follow-ups are needed especially for patients with chronic diseases like high blood pressure, the telemedicine can be of great value. Telemedicine only requires a web camera and a patient’s portal that connects the physician to a secure online electronic medical record database. It offers an open trust between the patient and the doctor, and it is also more reliable and accurate as the patient’s records are readily available online.
Health information exchange
	The electronic health information exchange (HIE) is where healthcare organizations within a given geographical area come together and can share a patient’s vital information electronically. It offers high speed, the safety of the patient’s information and is economical to both the patient and the provider. Timely sharing of patient’s medical information allows providers to avoid making medication errors, avoid readmissions, decrease double testing and it also offers improved diagnoses. The HIE is divided into three forms, the direct exchange where healthcare providers can send and receive information electronically for coordination. The query-based exchange where providers can request or find the patient’s information from other providers and the consumer-mediated exchange where the patients are in a position to control the use of their health information among the vendors.
	For any health information system project to prosper there must be qualified interdisciplinary committee. The Interdisciplinary team is vital for any organizational work as it facilitates active and cost-effective outcomes. The first essential interdisciplinary team member is the leadership team; there are the design team, stakeholders, and the donor. In migrating to a universal health information system, each team member plays a different vital role to enhance the completion of the project. Team members must be aware of their role on the committee and make a commitment to the team to perform the expected duties to the end. 
Leadership team
	The leadership team is responsible for the general oversight of the project. It includes the project sponsors, the executive sponsors, and the improvement leaders. Each plays its role and responsibility, and together they merge to make the team successful. 
Executive sponsors
	They are the senior most management team in the project. They are responsible for the provision of accountability, guidance, and endorsement of recommendations in the project. They have to communicate, motivate and engage with other team members in all stages of the project. They must understand the benefits of merging the two organizations and make sure that any changes do not seriously affect the interests of the shareholders. They must have at fingertips the project’s details and delegate them to the project manager. They have to stay involved throughout the entire project period as they provide tactical and strategic support to make the project successful.
Project sponsors
	They are the leaders from various specialties such as hospitalists, nursing director, pharmacy director, information systems director among others. Their role is to ensure the project delivers the specific benefits agreed on. They are the representative of the organization and have to play a vital leadership role through, acting as the chairperson of the project committee providing different expertise and advice to the project manager. They are responsible for advertising and marketing the project ideas all over the organization and acting as an adjudicator and making crucial decisions that surpasses the project manager’s authority.
	The project sponsors, apart from the roles played, also have great responsibility in the project which includes, ensuring everything in the project is taken care of, and providing changes made to the project are organized properly. They are also responsible for ensuring that the project’s inauguration is properly executed, ensuring that the project need is real and correctly prioritized, ensuring that the project remains a feasible healthcare organization. They have the responsibility of resolving differences and conflicts that might arise between different teams within the project and to remove any obstacle that might hinder the project’s progress.
Improvement leaders
	They are the ones responsible for amalgamating operational changes into clinical workflow. They have to ensure the project’s completion is within the stipulated set time. They must have operational and excellence expertise and patient safety and healthcare management ideas for better medication strategies.
Design team
	The team will be responsible for the overall design and development of the medical reconciliation procedure. The design team must be professionals who are qualified from the various field of study and must have know-how about streamlined medication reconciliation process. It should be composed of interdisciplinary members with vast knowledge of workflow. Members of the design team include nurses, pharmacist, physicians, among others representing various areas of interest such as outpatient and inpatient units; information systems representatives; the emergency unit and patient safety and quality units and patients, to ensure the design  implementation is in their way of the view.
Additional stakeholders
	Other stakeholders must be involved whether directly or indirectly to ensure every process’ implementation is in the right way. Their engagement is critical in gaining support for the medication reconciliation project. Other stakeholders in the project include directors or managers who inspect other staff to ensure the proper implementation of the design; other medical records staff that ensure that documentation is by the hospital policies and the departmental heads that ensure the clinicians fully participate in the project design.
There is the donor that is the official sponsor and caters for every cost incurred in the entire process of the project.
	For the project to be successful the team members’ expertise is vital and maximum execution of duties is important.
Leadership team expertise
	The team leadership knowledge is necessary for the success of the project as the general management understanding is crucial in the project. The project manager must possess skills so as to have full command in management techniques and tools. They must know how to analyze statistical data so that if there is any error in entries it can be identified and rectified in time. Their expertise will enable them to communicate effectively with other project team members and to assess risks involved in the overall project. They must possess problem-solving skill as the project may encounter obstacles along the way which may hinder its progress.
Design team expertise
	The design team must be skillful to be beneficial to the other project teams. They must have strong designing skills for instance in sketching, 3D and mechanical knowledge among others to pass the ideas efficiently to the members so that the project can be successful. A design manager must have a far-sighted vision to guide the entire design team in achieving the set goals that can enable the project to move forward. A layout manager must be in a position to sell facts and concepts to other project team members so has to possess excellent communication skills. The design team manager must have a good understanding of the whole design process and project management skills so as to offer an excellent opportunity for a prosperous design solution.
Additional stakeholder’s expertise
	Stakeholders must possess decision-making skills so that they can come up with timely and better decisions needed in the project. Senior managers must have information technology skills, so as to understand the techniques and technologies that the design team is using to be able to participate in the project actively.
	The donor or official sponsor must have strong analytical skill and can estimate funds needed for the whole project till completion.
Interoperability in healthcare industry
	Interoperability in the healthcare industry is the capability of various information technology systems and software appliances to exchange and interpret data. It is divided into three groups’ semantic interoperability where two or more systems can exchange and use information. There is the structural interoperability where useful healthcare data is moved uniformly from one system to another and foundational interoperability where data exchange is between one computing system to the other and the recipient is not required to interpret the data.
	Interoperability is important to the healthcare industry in some ways. First and foremost, it transforms the health sector to a non-disorganized and chaotic situation regarding data management. Interoperability saves on time as it is efficient and one need not travel from one healthcare to the other to collect their medical record as it is just transferred through the information systems. It has enhanced patients’ safety in that in cases of emergency; information is quickly communicated through the systems for immediate action. It has also improved the quality of services in the healthcare industry in that it ensures that physicians can get the right medical records of patients without making any paper-based error. Interoperability has improved the workflow in the healthcare sector as the patients’ vital information is readily available to the practitioner (Stephen, 2014).
Standardized nursing terminology
	A standardized nursing terminology refers to a common language that is readily acknowledgeable to all nurses in the healthcare industry. It offers to all registered nurses an ordinary means of communication. When capturing nursing-specific data, the standardized nursing terminology is of great importance. They offer better communication among nurses, it offers improved patient care; it makes the nurses be in accordance with standards of care, and it provides improved visibility of nursing interventions.
Better communication
	Standardized nursing terminology provides better communication among nurses and other practitioners. For instance, the introduction of the DSM offers a common language for related mental disorders. When a patient’s chart is with some vital information, the other nurses can easily understand the patient’s diagnosis.
Increased visibility of nursing interventions
	Nurses must pass the right information to one another and give an exact account of what has been done to the patient especially when handing over. Sensitization of nursing care activities through the use of the nursing terminology help in showing nurses’ contribution to the healthcare industry.  
Enhanced data collection and evaluation
	The use of a standardized nursing language when capturing data enhances data collection and helps in nursing care outcomes’ evaluation. The patient outcomes are directly related to the care offered by the practitioners, and also the environmental condition. The National Center for Nursing Quality (NCNQ) runs a database called NDNQI, which can compare a particular nurse’s work to that of others in different organizations for evaluation purposes (ANA, 2016). 
Assessment of nursing competency
	The standardized nursing language is for assessment purposes in the nursing industry. What a particular nurse offers can be used to judge their skill by the joint commission. It can also enable the management to realize whether the nurse is performing the recommended duties.
Education and research
	The standardized language enables the nurse educators to educate, research, and for administration purposes. The information provided by the standardized language are for training future nurses.
Federal regulatory in health informatics
	 Federal regulatory in health informatics is set of rules or directives with the force of law and is enacted by the federal agencies. The two recent federal regulatory requirements that support health information technology are Section 618 of FDASIA introduced in the year 2012. The other one is the Affordable Care Act of 2010 (Health IT, 2016). In the case of setting a new health information technology, the first component meeting the above federal regulations is the introduction of EHR and HIE in healthcare organizations to make services affordable to the majority, thus meeting the Affordable Care Act. The improvement in information technology is by letting the two groups merge so that they can share information through improved technology thus meeting the FDASIA act.
	The potential security threats to the health information system include so many mobile devices, embedded devices, virtualization from desktops to servers, social media and consumer friendly IT among others
Social Media
	Harmful viruses usually spread very fast through social media platforms like Facebook, Twitter, YouTube and Twitter among others. These viruses can also have access to the healthcare system and tamper with stored data leading to loss of crucial information that is helpful to the organization.
Virtualization
	The use of virtualization software that allows servers to run multiple appliances so as to save on the cost of energy and that of purchasing other hardware always lowers the carbon footprint within an organization and posing security threats.
Consumerization of IT
	Consumerization of IT has made it more difficult for healthcare providers to access the facilities’ networks. That possesses network security threats to the organization as the staff uses their own devices for professional use (Molly, 2011).
Mobile devices
Every day new cell phones emerge and are used both by patients and healthcare providers in an organization. These devices are with upgraded versions of operating systems and are prone to infections thus offering much risk to the healthcare data.
Embedded devices
Mobile devices with Wi-Fi and wide area networks including patient-monitoring systems enhances productivity, but integrated connectivity puts bandwidth on strain and exposes the network to security threats.
	 HIPAA has put measures to safeguard the electronic health information data of patients. The two essential system features designed for that purpose is in the EHR system. The first important characteristic is the Access Control tool that requests passwords thus the patient’s information is limited to authorized personnel only like healthcare providers. The other feature is the Encrypting of stored information so that it cannot be read by unauthorized people apart from those who have the key to decrypt it, and that is the health providers. 
	The industry standards for protecting data integrity and for preventing risks that safeguard health data system includes
Administrative safeguards
	They refer to set policies and procedures that exist in practice. The administrative safeguards set by both HIPAA Privacy Rule and the HIPAA Security Rule include implementing a program for risk management, implementing a sanction policy, acquiring IT systems and conducting the risk assessment.
Physical Safeguards
	They refer to measures taken to protect hardware and other equipment that contain health information. They are the physical threats to the information. There must be device and media controls, workstation security and facility access controls among others.
Technical Safeguards
	These are safeguards that are inbuilt in the health information system to control unauthorized access. They include access control, integrity, audit control, entity authentication and transmission security.
	The nonclinical applications of emerging technology designed to support communication with remote satellite facility include:
Smart Phones
They can perform computing activities apart from the regular phone activities.  They are microcomputers that can access and process data. They have great cameras, interface, texting and calling, internet browsing and can also offer Geographical Positioning System (GPS).
Elearning
	It is the use of electronic media to deliver education and any other form of training over a distance. It is becoming very common as people can acquire diplomas and even degrees online without necessarily attending classes physically. It is very convenient and time-saving.
	The clinical applications of upcoming technologies built to support assessment and delivery of patient care in remote satellite facility include,
Telemedicine
	It is the use of medical information exchange to improve the patient’s health status. It may include phones, email, wireless tools and other forms of telecommunication technology.
Mobile home healthcare
	The technology allows for patients and health providers to communicate about health issues without necessarily meeting face to face. It is very vital especially in the aging population for managing chronic illnesses (Pak, 2014)
Conclusion
	Healthcare information technology should be implemented in emerging healthcare industries so that patients can benefit by not necessarily traveling to the healthcare centers. Healthcare information systems should be in a position to share the patients’ health data from different organizations and different providers. The patients’ health record should be stored safe and kept private away from unauthorized people. The healthcare information systems should be protected from harmful viruses so that they don’t get an infection that might lead to loss of data.
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