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The complex nature of information technology has attracted security threats to businesses, the government, and to individuals. The development of information technology has been embraced by various institutions and government in the management of information. However, according to Colwill (2010), there exists vulnerability of in information technology attributable to both internal and external sources. Further, the sources can be accidental or intentional. NWS government digital information security is an example of an agency that deals with receiving, processing, and disseminating relevant information among the citizens. Information access is critical in NWS organisation. The information security policy outlines the measures to maintain information confidentially and only be accessed by authorized users. 
The NWS government policy statements give the vulnerabilities implicit to information leakage, distortion, or removal from the information systems. According to Liu Cheng (2009), vulnerability refers to potential weaknesses that are likely to be used to access confidential information. More so, vulnerability refers to security hole within a system of information that poses a potential threat of loss, access, distortion, or malicious use of information. 
Figure 1: Conceptual framework of NWS government on information security
















Input process of NWS government digital integration security policy
The senior management or senior responsible officer is responsible for providing and supporting digital information system as well as ensuring the security of information according to Dinh, Xuan, Thai, Pardalos and Znati (2011). The policy also requires employees handling information to keep on updating their knowledge on information handling with the growth in technology. 
The cycle of risk or threat assessment process
The process of risk assessment is a means of facilitating decision-making process with the necessary information required to establish those that would lead to negatively affect the outcome of a given operation and take the necessary steps to reduce the risk. According to Gao Report (2005), the use of computer systems in the processing of information has become widely used, and NWS is not an exception. The NWS risk assessment includes the following;
· Risk or threat identification; NWS puts measures in allowing only the authorized persons to access information. The NWS government digital information security policy requires an annual review of the information system and such time when risks are identified.  Threats can be classified as environmental threats, deliberate threats and accidental threats. Environmental threats can be; earthquake, storm, floods, surge tidal waves, power fluctuations, contamination among others. Deliberate threats include; eavesdropping, fire, sabotage, malicious code, website intrusion among others. Accidental threats include; fire, transmission errors, programming errors, technical failures among others. 
· Estimating the likelihood of an occurrence of such threats and risks using historical information and based on the judgment of experienced and competent individuals. 
· Ranking the sensitivity, value or criticality of the assets or operations in the occurrence of threat or the when risk materializes. 
· Control and recommendations; establishing the cost-effective measures to reduce or mitigate the risk. 
· Documentation of the results and developing an action plan.  
Figure 2: NWS government risk map


Accidental threats
These risks are mainly due to errors and omissions according to Kovacich (2000). Among the causes of information security problems, errors and omissions are the main cause. These types of threat can lead to; loss of confidence from the public, financial loss, making wrong decisions among others. Examples of accidental threats that NWS government is faced by including Fire, outsourced operations failure, communications services failure, absence or loss of key personnel in information management, re-routing or misrouting of messages, programming or software errors user or operational staff errors, transmission errors , technical failures, among others. 
Deliberate threats
These threats refer to those threats that involve the willful destruction of software, hardware or data. These threats are usually brought by disgruntled employees, suppliers, contractors, hackers, activists, extortionist, foreign agents, and maintenance people among others. These risks can lead to financial loss, failure in performing critical tasks, injury, public confidence loss, loss of life among others. 
Examples of deliberate threats includes; eavesdropping, denial of service to legitimate users, fire, malicious code, industrial action, malicious destruction of facilities and data, sabotage, theft and fraud, social engineering among others. 
Environmental threats
These threats are usually natural phenomenon whose control is generally a challenge according to Kovacich (2000). The environmental threats lead to loss of availability of information, wrong decision making, financial loss, public confidence loss, failure to perform critical tasks among others. Environmental threats can be classified into natural disasters and environmental conditions. The natural disasters include; earthquake, flood, storm, fire, tidal waves, among others. Environmental threats that face NWS government include; contamination, electronic interference, extremities in humid and temperature conditions, power supply failure, power fluctuations, and vermin among others. Every factor poses a potential threat to the security of information to NWS government. 
Challenge likely to face NSW government on making decision about internal or external risk management
Loss of control
NWS government faces the likelihood of loss of control to the outsourcing agency or institution. There exist differences in motivation, attitude and goals between internal staff and the staff of the outsourcers according to Berinato (2001). Further, the differences might arise in the type of services outsourced that the public perceives confidential. 
Lack of trust
Digital information some level of confidentiality and protecting the information from inappropriate disclosure. The issue of trust is critical to a given government especially on access to confidential information. NWS government may lack confidence in outsourcing this function to another party for fear of confidentiality of information. 
Lack of expertise
Obtaining the right expertise on information management and security may be a challenge to NWS government to outsource these services. 


Differences between risk and uncertainty
Risk and uncertainty are related concepts. Generally, at times individuals and organisations take the risk. Similarly, the concept of the uncertainty of occurrence of forthcoming events is present since no one understands the future outcomes clearly. In most cases, the both concepts are used together; however, the two concepts have some differences. By definition, risk refers to a situation where both the aspects of danger or loss are present. Conversely, uncertainty refers to the indifference about the occurrence of future outcomes. An individual or an organisation has no a hundred percent surety of the outcome. The following table distinguishes risk from uncertainty clearly;
	Basis of comparison
	Uncertainty
	Risk 

	Meaning 
	Uncertainty is a situation where an outcome of a process or an event is not known.  
	Risk refers to the probability of losing or wining something worth. The concept of winning and losing under risky conditions incorporates some level of risks. 

	Outcome
	The outcome is unknown 
	Chances of outcome are known and can be predicted especially with the use f stochastic models. 

	Ascertainment 
	It cannot be measured
	It can be measured and the risk taker can decide whether to take the risk, avoid it or be neutral depending with the benefits likely to be earned. 

	Probabilities
	Not assigned
	Assigned 

	Minimization 
	No 
	Yes 

	Control 
	Uncontrollable 
	Controllable 



The NWS government is uncertain of occurrence of threats described under the categories of accidental, deliberate and environmental threats to information security. However, the NWS government can rank those risks that are more likely to occur from the past documentation and experiences and knowledge from individuals who have encountered the threats. In most cases, environmental risks such as the natural disasters are not easy to predict. The level of uncertainty is high and usually, happens with minimal or no control. For instance, the occurrence of the risk of an earthquake is uncertain. However, there are areas susceptible and prone to earthquakes as Newcastle, Cessnock and Australia experiencing earth tremors. 
Approaches available to NWS government on risk control and mitigation
Governance arrangements
NWS government requires the senior management to support and provide direction for digital information systems security. The governance arrangements required by the policy requires the presence of three aspects in control of information security including;
· A designated individual who is responsible for digital security,
· A well-defined information security policy, and
· Alignment of the policy with the agency’s audit risk management policy.
Annual review
Information security policy requires agencies to carry out an annual review of the digital information security management system. Further, the agency is required to review the information management security system when changes are made on the systems as a measure of mitigating and controlling the occurrence of the risk. 
Information classification, handling and labeling
To determine the level of protection given to digital information, assessment is required for classification of information. Some information requires some higher degree of handling and protection such as health records and information privacy, state records, government information among others. The NWS government has laws that give the regulation in handling and classifying some digital information such as State Records Act 1998, NSW classification and labeling guidelines. 
Access to information
Access to digital information must be authorized as stipulated in the relevant laws and regulations according to Kovacich (2000).  Besides, the access of digital information is controlled and monitored by a senior designated individual with full responsibility of digital security of information. The systems use passwords that prompt users to continuously change them to avoid theft and unwarranted intrusion into digital information systems. 
Documentation and storage
Storage of information by NWS government is of paramount importance to prevent authorized access, modification of the information, destruction or removal of information from the system. To control these, the policy statement requires the information be documented and be stored by designated individuals who are responsible in case of the loss of information. 
Training and awareness
The NWS government trains the employees on matters digital information to ensure the information safety and adherence to rules and regulations governing the information. Thus, the employees keep updating their knowledge with new developments in digital information handling. 

Compliance with ISO 27001
NWS government information security policy requires all agencies to comply with ISO 27001and certification be continuously maintained, and regular audits are performed by a third party. This measure ensures NWS have up to date security on digital information and detect any threat at the earliest stage. 
Annual Attestation
NWS government digital information security policy requires annual attestation of compliance and evidence of certification. The senior designated individual should send these forms to the ICT board. This measure ensures the NWS government adherence and readiness to counter threats to information security to avoid negative consequences caused by information leakage. 
Reporting any changes
The change of senior responsible officer working for NWS government is reported immediately to make the necessary changes. Further, the senior responsible officer is vetted before being anointed according to the NWS government notes and guidance. This is a control measure to ensure the security of information. The senior responsible officer is required to have significant influence to achieve information security management system set objectives. The person is also required to have the relevant information on security expertise and be able to participate in relevant information security activities. The activities include; receiving threat intelligence, liaising with relevant authorities, and responding to incidents. 
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