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A Technology Upgrade Proposal to the CTO of AEnergy Company
Introduction
AEnergy Company is owned by Sabelle Arnold. The company operations entailed the production of energy generating products as well as components that enhance energy efficiency. It is an integrated company which designs, develops and produces components for diverse energy efficiency. The company’s staff utilizes superior materials and means of production to produce top edge products for their customers. The backbone of AEnergy’s achievements is the company’s investment in technology and research. As a result, the clientele base of AEnergy has been increasing over the years. Currently, AEnergy is operating in Fresno, California and Chicago, Illinois. However, the company has realized that a significant part of its growth has been contributed by the growing clientele base in the Eastern and the Southern parts of the US (AEnergy).
 In view of this, the company has decided to expand its operations in the Eastern and Southern regions of the US. AEnergy intends to supply its components of energy efficiency and generation in companies within the prospected regions. Already, the company supplies its components to more than one hundred and fifty companies in the current operational regions. As it is, a market analysis has already identified various potential clients in the projected regions. As a result, the company needs to establish relationships with these clients if the planned expansion was to be successful. In the same vein, for the company to establish such relationship, it has to rely heavily on its Information and Technology (IT) infrastructure (AEnergy). It is on the same note that the Chief Technology Officer (CTO) has requested me to provide a technology upgrade proposal for the AEnergy Company. As a result, in this paper I present a proposal that is based on a SWOT analysis of the current IT infrastructure, and the research of current technologies with an aim of upgrading AEnergy Company IT infrastructure.
Changing the Status Quo: the needed IT infrastructure upgrade
The current IT infrastructure needs to undergo various changes and developments in order to accommodate the projected two locations. Although the system has received various upgrades in the past, its current status is not able to accommodate the additional locations. As such, the IT infrastructure must be upgraded. One of the considerations to make while conducting this upgrade is that both of the projected locations should still experience collocation through the network. In the same line, given the limited number of employees at AEnergy, team collaboration would be a vital element if the upgrade is to be conducted effectively. 
The upgrades will be essential in the functioning of the projected locations. For instance, the upgrade should facilitate security monitoring for the four locations to be viewed in any of the locations. In the same vein, the capacity of the server will have to be doubled. In addition the website capacity will be increased. Moreover, connections and capacity of the routers will be increased. This is because both elements depend on the technology design.
SWOT Analysis
According to Haughey (2018), SWOT analysis is a tool used in strategic planning. It assess four crucial elements, including the strengths, weaknesses, opportunities and threats in a project that is about to be undertaken. After the objective of the project is identified, SWOT analysis comes in handy in identifying the internal and the external parameters that work for and against the attainment of the set objectives. The strength and the weaknesses are usually identified from within the company, while the opportunities and threats arise from external factors. Before proceeding with the implementation of any project, it is significant to conduct a SWOT analysis, each of the four elements are essential in minimizing the risks, while optimizing the available resources in project implementation. 
As a matter of fact, strengths emerge as the attributes of the organization that can be leveraged towards the achievements of the project’s goals. On the contrary, the weaknesses are the attributes of the company which can hinder the achievements of the project’s goals. Alternatively, opportunities are external factors that can facilitate the achievement of the project’s goals. Lastly, threats are external factors that can pose a risk to the implementation of the project. In view of this, before implementing the proposed IT upgrades at AEnergy, it is significant to conduct a SWOT analysis. The analysis will offer the company the optimal proposition for the execution of proposed IT infrastructure upgrade to cater for the expansion in the South region of the US.
 Strengths.
Various strengths of AEnergy can be identified in the company’s profile provided in the case study. One of the strengths of the current IT infrastructure in AEnergy lies in its security protocols. As stated in the case study, the IT staff is greatly committed to maintaining high security of the IT system. Elements such as SSL authentication enables secure access to the servers. In the same line, WPA encryptions and MAC address filtering facilitates further security in the wireless networks.    Furthermore, each server is secured separately in its own cabinet, and access to the servers is through authentication.  In addition, the database servers have been guarded with superior security and only authorized staff can access them by means of an electronic card. In the same manner, external threats such as cyber crimes and intrusion can be detected using the intrusion detection service.  
Secondly, the email server has a large storage capacity. This ensures sufficient storage and maintenance of communication records.  Thirdly, the AEnergy IT system facilitates superior quality of production. This is achieved through the production server, which monitors all aspects of production, and raises a signal if any of the elements falls below the threshold of the six sigma level of production criteria. Fourthly, the AEnergy IT infrastructure has a strong and efficient power back up systems. This reduces the probability of downtime in the event of electric failure. Besides, each site is independent in that it can function normally even when the servers of the other sites encounter a crisis. In addition, both sites have on site and off site backups. Also, additional strength of the AEnergy IT infrastructure is its functionality. The interconnectivity between headquarter and the remote sites enables easier access to various work resources and effective interaction and collaboration of the employees. Furthermore, the company’s IT staff is knowledgeable and possesses quality experience. The staff has managed to make previous upgrades successfully, and to run an effective IT system through teamwork.
Weaknesses.
The first weakness is the limited number of staff. The case study already indicates that the employees in the IT department at AEnergy are limited, with only thirty members of staff. This indicates that the employees will either be overworked during the upgrade implementation. Alternatively, the company would be forced to higher more skilled and qualified staff, in order to accommodate the expansion to the southern and the eastern regions of The US.  In the same line, the IT system maintenance numerous redundancies so as not to compromise usability in case a crisis were to occur. While these tendencies provide efficient backing, they also lead to added cost.
Another weakness of AEnergy Company’s IT system is that it is strongly dependant on the support of the staff. According to the case study, each member of the IT staff at the AEnergy Company possesses great organizational knowledge. As such, if such a member leaves, the company would have lost a great asset. Another issue is recognized in the data security. While the company has enacted numerous security measures, security related to external drives such as USB and other external devices is not mentioned. In the same manner, according to the case study the company lacks external drive encryption. This indicates that the company is lacking a protocol for external drives. This leaves the company susceptible to security breach related to external devices. There is doubt that the company has extended security and data retrieval even to the personal computers of the employees. However, the failure to secure data through external drive encryption creates a major loop hole, thus compromising the security of the entire system.
Opportunities
The current IT infrastructure at AEnergy poses various opportunities. To start with, AEnergy has an opportunity of upgrading its current IT infrastructure. This would enable the company to expand its operations in new regions which are actually lacking significant competitors. Secondly, the case study indicates the role of the research and development team in meeting the needs of their customers, and retains a competitive edge among its competitors. As such, the research and development team will come in handy in conducting research which is aimed at developing technological innovations.
 In the same manner, given that the company is already operational, it is in a better position because it does not require start up funds and license for application software. The savings generated in these elements could be directed towards the upgrading of the IT infrastructure. In the same vein, the company has managed to save the monitoring and data analysis costs by incorporating the administrative systems and the e-services. In addition to this, the company has an opportunity of incorporating the locations at California and Illinois and the projected two new locations to a private cloud by employing MPLS. This would ensure that the company develops loop-free routes, while sharing rooting information among the four locations (Russo et al, 2011). While the current IT infrastructure at AEnergy presents many opportunities for the company, it is also faced by various threats.
Threats
One of the threats facing the AEnergy IT infrastructure is malware infection. As stated in weakness, the current IT system lacks external drive encryption. Similarly, the company does not have any protocol for external drives. This means that malware or virus infection is likely to be introduced into the system through external devices such as flash discs. Additionally, the case study indicates that the capacity and backups in both locations are provided by a single intermediate service provider. This implies that if this provider was to experience a hitch or a downtime, AEnergy would suffer from a catastrophic failure (Custom Computer Specialists, 2018). In the same line, the capacity of the current IT infrastructure is limited as far as the company would want to expand its operations. In that case, if the company persists using the current IT infrastructure, it is obvious that it will not expand its operations. As such, the company would face threat of competitors occupying its potential market share.
Two Ways to Leverage the Strengths of the Current IT Infrastructure to Improve the Company’s Existing Products and Services
There is no doubt that the corporate sectors as well as consumerism are characterized by dynamism. As such, customer preferences keep on changing day after day. In the same manner, rival companies are always seeking ways to improve their services and products in order to outwit their competitors. Therefore, there is every need that AEnergy should sustain its competitive advantage. As a result, the company must look for ways to meet the ever changing customer demand, and maintain its competitive edge among its rivals. The case study already indicates that the company’s IT infrastructure as well as the company research and development teams is the backbone of the company’s continued growth. In the same manner, the case study indicates that after Arnold purchased the company from her father, the company has experienced 17.55 sales increments (AEnergy, n.d). This development is significantly attributed to research.
With this in mind, one of the strengths of the company as identified above is a strong IT as well as research and development teams. As such, the collaboration of these two teams can be leveraged in order to improve the company’s existing products and services. For instance, research is an important means of understanding the needs of the consumers (Sashi, 2012). As such, if the research and development team engages in progressive and objective research regarding consumer needs, and consumer satisfaction, they will gather vital findings on how to meet the customer needs by offering services and products that match their expectations. 
The research and development team will then share their findings with the IT team. Evidently, the case study indicates the expertise of the AEnergy IT team. This is a plus because these skills will come in handy in applying new technology which facilitates that the end products and services match the needs of the consumers. For instance, in accordance to the findings of the proposed research, Charle Vargi who is the website manager at AEnergy can improve the user’s interphase by making the relevant changes to the company’s website in order to accommodate the needs of the customers. 
Additionally, the effective interconnection between the headquarters and the two location sites can be leveraged towards the improvement of the products and services that the company offers to its customers. This networking enables the employees to interact with each other as if they were under one roof. This effect also facilitates effective collaboration among employees throughout the company.  The case study also indicates that this networking facilitates the sharing of information among all the employees. As a matter of fact, employees can access the information even when they are away from the office. Chiocchio et al (2011), emphasizes that teamwork is an essential element in moving the company towards its objectives. In the same manner, collaboration ensures that none of the team members is left behind, and that every team member understands their roles in propelling the company towards the set objectives.
In the same manner, collaboration helps people to work together, thus establishing homogeneity especially when it comes to aspects such as quality and service delivery. It is important when a team works together and everyone in the team is at par throughout the implementation process (Chiocchio et al, 2011). Having this in mind, it is even better when all the employees in all the departments can be able to interact and work together. The effective networking system in AEnergy has facilitated this effect. As such, this stronghold can be leveraged as discussed below in order to improving the products and services offered by AEnergy to its customers. 
To start with, collaboration and effective sharing of information ensures that the company problems and challenges are communicated to all members of staff. In the same line, through such a platform, heads of department are able to share the challenges facing their departments, and any ideas they have of improving the services and products of the company. In the same manner, the networking offers a platform where interdepartmental ideas and challenges can be shared, after which brainstorming can be done in order to come up with viable suggestions (Chiocchio et al, 2011). In the long run, when all departments work together in the guidance of the above referred research findings, the company will no doubt achieve superior services and products that meet the needs of the consumer. As such, the strong networking system of the AEnergy Company can be leveraged to act as a platform where challenges and ideas are shared, and suggestion are made; towards the improvement of the company products and services, to meet customer needs.
Weaknesses and Threats in the Current IT Infrastructure Based on their Impact or Potential for Impact
Of course the weaknesses and threats of the current IT infrastructure are likely to yield detrimental impacts on the IT infrastructure, and the entire organization. To start with, limited staff would lead to overworking of the employees. In turn, this can result in low productivity (Kattenbach, Demerouti, and Nachreiner, 2010). Secondly, the additional cost caused by the numerous redundancies may cause constrain on the company budget. This may be a hindrance especially for the expansion objectives. In a similar manner, the overdependence of the entire IT infrastructure on the expertise of the staff puts the system at risk of downtime in the event that one or several of the employees quits unexpectedly. It would take time to hire and train a new employee to fit in the role of the existing employees. In addition lack of encryption or protocol for the external storage devices poses a great threat of introducing malware to the entire IT system, and other networked organizational PCs. This would critically affect the entire operations of the AEnergy Company.
Similarly, the option of opting for a single intermediate service provider implies that if this provider was to experience a hitch or a downtime, AEnergy Company’s would suffer from a catastrophic failure. Basically, the current IT infrastructure does not cater for expansion of the company’s operations. Therefore, if it was not upgraded, the company would miss out on its potential market share. 
One Weakness or Threat with the Greatest Potential for Impact on the IT Infrastructure
Securing an IT system from cyber crimes, unauthorized access and other internal and external threats is a paramount issue for any IT infrastructure. However, as stated in the weaknesses section discussed above, AEnergy Company has enacted numerous security measures to protect its IT system. However, the company has ignored the aspect of encrypting external storage devices, or at least enacting a protocol for securing the data in the external storage devices. This is a critical threat that poses the major potential negative impact on the IT infrastructure.
Firstly, the lack of protocols regarding the use of external storage devices indicates that the employees are free external storage devices to transfer data.  This effect on its own poses the risk of introducing malware. As a matter of fact, Walters (2012) indicates that 25 % of malware are spread through USB devices. After the malware has been introduced into the computer, it becomes easy to steal or corrupt data. Furthermore, the malware may be speared to other PCs in the organizational networks. What is more, it takes time to detect the malware. As such, detection can occur when the malware has already caused major damages. 
Alternatively, lack of encryption for the external storage devices makes the IT system vulnerable to data theft (Office of Information Technology, Colorado University, 2018). Without the encryption, it becomes easy for malicious employees to steal data. This is because; the devices are easy to use, and their use is hard to track. Therefore, lack of encryption or recommended practices for external storage devices poses a major threat, not only to the IT system, but to the whole organization at large. Given the heavy dependency of the entire operations of AEnergy on the IT infrastructure, it is clear that if this threat occurs, all the operations of the company would face significant negative effects. Furthermore, the impacts of this threat can be aggravated by expansion of the IT infrastructure due to the security susceptibility yielded by the expansion of the networks, and having new members of staff who are no conversant with the IT infrastructure at AEnergy.
Research Potential Solutions that Could Address the Weakness or Threat Discussed in Part B3.
There are two potential solutions that would address the threat of malware described above. To start with, the IT team should develop an encryption for all the external storage devices and all portable devices. Password should be used to secure the portable devices from unauthorized access. The IT team should also a local firewall on all the external storage devices. This would be useful in filtering traffic and blocking malicious software.  Similarly, the device should have an activated global positioning system for easy tracking. Also, the devices should have a remote-wiping feature. This ensures that the data in the external storage is erased in case the device is misplaced or lost (Office of Information Technology, Colorado University, 2018). 
In the same manner, the company should set up a protocol that regulates the use of external storage devices. The following practices may be included in the protocol. Password should be used to protect the external device from unauthorized access. In the same manner, before running the device, the user should subject it to anti-malware software in order to identify possible threats. All data stored in the device should also be secured using relevant encryption. For instance, the AES 128/256-bit encryption is suitable for encrypting data stored on tablets (Office of Information Technology, Colorado University, 2018). The devices should also have an idle timeout. This would ensure that the devices lock automatically when not in use.
My Personal Research Strategies for Identifying and Evaluating Current Technologies
In this technological era, it is easy to access any kind of information. Therefore, the personal research strategy that I have employed is using the internet to identify and evaluate current technologies. Of course, not all information available in the internet is authentic. Therefore, I have filtered the information I obtained in terms of sources. Some of the sources that I have found most useful are the websites of real time technological companies such as IBM, Accenture, and Microsoft Corporation; just to name but a few. These websites contains a wide range of information regarding upcoming technologies.
However, every company mostly focuses on what it offers while ignoring the services or products offered by rival companies. In view of this, I have sought more information from peer viewed articles, and business magazines. I have found these sources to have in-depth information regarding current technologies. This is because they evaluate, critic, and compare various technologies from various perspectives. In the same vein, various organizations and educational institutions offer useful information on the current technology.
Two Examples of Current Technology that Could Address the Weakness or Threat Discussed in Part B3
There are various technologies that address the issue of encryption of the external storage devices. Most of these technologies are automatic and easy to use. Firstly, the self encrypting drives are useful in protecting data even when the storage drive is lost or misplaced. For instance, the Instant Secure Erase makes all the data stored in an external storage device unreadable in a fraction of a second. The process is simple as it entails a cryptographic erase of the data encryption key. Another example is the Auto-Lock Self Encrypting technology. This technology locks the storage device and secures its data immediately the device is removed from a system. The device is also instantly locked when the drive is turned off. As a matter of fact, this technology is endorsed by the US and the Canadian government especially for the encryption of sensitive bit unclassified data (Seagate, n.d).
Another applicable technology in this case is the full- disc encryption. According to the Office of Information Technology, Colorado University (2018) full-disc encryption technology offers strong user authentication. Besides, it offers encryption solutions for other applications such as e-services. This technology uses the AES256- bit encryption. This technology protects the external storage devices from unauthorized access. Similarly, it alerts the IT administrator of attempted connections that are not authorized.
How I Plan To Stay Informed About Current Technologies
The technology world is dynamic, and the change comes first. One day a technology is invented and tomorrow it is replaced by a new technology. Therefore, it is important to keep one updated with the current technology. One way that I intend to keep updated is by pursuing technology news on flip board. Secondly, I will follow curated information from social media in order to know what is trending in the technology world. This will specifically be made simpler by smart personalization algorithms which power the feeds of regular social media platforms such as Twitter and Facebook. In the same manner, reading business magazines and technology articles, and other current print materials will add to my knowledge of the current technologies (Forbes Technology Council, 2016).
One Specific IT Solution that will best address the Weakness or Threat that I Identified in Part B3
One of the IT solutions that will best address the threat identified above would IT support assurance offered by the Customs Computer Specialist Company. This solution caters for a wide range of IT aspects ranging from communication, information access to process automation. The solution offers proactive management the company’s critical technologies, this optimizing performance. Most importantly, among other support system this solution guarantees uninterrupted and secure access to the company’s information. While offering this solution, the Custom Computer Specialist Company works hand in hand with the company’s IT staff, to identify the loopholes, and strengthen and update the current IT system (Custom Computer Specialists, 2018). This effect will especially cover the malware threat yielded by lack of protocol for external storage devices.
Justification of the Recommended IT Solution Based On My Research
One of the advantages of the IT support assurance is because it is a managed service that works by assessing the current IT infrastructure to identify how it is supporting the current and future needs of the business. After this assessment, loopholes are uncovered and a proposed solution is recommended. What is more, the customs computer specialists work hand in hand with the IT staff to resolve the upcoming issues. The solution ensures uninterrupted and secure access to the organization’s data and information. This means that this solution will cater for the threat of malware resulting from the external devices as identified as the major threat. Not only this, but also the technicians of the IT support assurance should work hand in hand with the company’s IT staff to seek solutions. This will come in hand, given that AEnergy has limited number of IT staff. The solution will also seal the gaps created in case one IT staff quits job unexpectedly. Similarly, this solution offers industry tools that are necessary to support the entire IT infrastructure. Furthermore, IT support Assurance solution resolves most of the issues remotely. 
Of course there are several solutions that I assessed during my research. However, I realized that the IT support assurance solution would not only cater for the major threat of malware, but would also cater for other weaknesses and threat as well. Furthermore, this solution is based on upgrading the current IT system to cater from the current and future business need (Custom Computer Specialists, 2018). As such, this solution will not only mend the current loopholes in the current IT infrastructure, but it will also cater for expansion needs. For instance, the unified virtual solutions such as the cloud ready computing infrastructure offered by Copy Cat group (n.d) is an important solution as far as capacity and storage is concerned. However, they do not possess protective elements to prevent the identified malware threat. An alternative solution would be connected workforce solution offered by insight.com. This solution enhances collaboration and mobility services. However, as discussed in this paper, the IT infrastructure has a stronghold of facilitating effective collaboration and managed mobility. As such, the solution would not be viable in our case.
Conclusion
In conclusion, SWOT analysis is an essential step before project implementation. The SWOT analysis conducted for the AEnergy Company’s IT infrastructure revealed various strengths including security, skilled staff, capacity, effective networking, among others. Conversely, the weaknesses include limited number of reliance, the system dependency on the support of the skilled staff, and lack of protocol for the encryption of external data storage devices. The opportunities include upgrading the system for future business needs, while threats include malware and downtime in case the single internet service provider experiences a hitch. Accordingly, the identified threats and weaknesses have been found to pose possible negative impacts, while the strengths and opportunities are closely related to positive impacts. After conducting a research on the new technologies, I have found the IT support assurance solution best suited to solve the problem posed by the malware threat, as well as other identified threats and weaknesses. 


















References
Copy Cat Group. Servers, Storage and Virtualization Solution. Retrieved from https://www.copycatgroup.com/servers-storage-virtualization-sol
Chiocchio, F., Forgues, D., Paradis, D., & Iordanova, I. (2011). Teamwork in integrated design projects: Understanding the effects of trust, conflict, and collaboration on performance. Project Management Journal, 42(6), 78-91.
Custom Computer Specialists. (2018). IT Managed Services | Custom Computer Specialists. Retrieved from http://www.customtech.com/solutions-services/it-assurance-support/managed-services/
Forbes Technology Council. (2016). How To Stay On Top Of The Latest Technology Trends. Retrieved from https://www.forbes.com/sites/forbestechcouncil/2016/10/11/how-to-stay-on-top-of-the-latest-technology-trends/#5d90a6677ef8
Haughey, D. (2018). SWOT Analysis. Retrieved from https://www.projectsmart.co.uk/swot-analysis.php
Insight.  (n.d). Solutions that help your Business run Smater. Retrieved from https://www.insight.com/en_US/solve.html
Kattenbach, R., Demerouti, E., & Nachreiner, F. (2010). Flexible working times: Effects on employees' exhaustion, work-nonwork conflict and job performance. Career Development International, 15(3), 279-295.
Office of Information Technology, Colorado University. (2018). Types of Encryption | Office of Information Technology. Retrieved from https://oit.colorado.edu/it-security/security-awareness/encryption/types-encryption
Russo, L. E., Ali, V., Rios, J., & Wang, L. (2011). Securing data on a self-encrypting storage device U.S. Patent Application No. 12/766,223.
Sashi, C. M. (2012). Customer engagement, buyer-seller relationships, and social media. Management decision, 50(2), 253-272.
Seagate. (2018). Protect your Data with Seagate Secure Self-Encrypting Drives | Seagate UK. Retrieved from https://www.seagate.com/em/en/tech-insights/protect-data-with-seagate-secure-self-encrypting-drives-master-ti/
Walters, P. (2012). The risks of using portable devices. Carnegie Mellon University. Produced for US-CERT, a government organization. Retrieved from http://www. us-cert. gov.


