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Corporate ethics are essential in ensuring the sustainability of a business (Sharma, 2013). Unethical practices or scandals are considered to have adverse effects to the sustainability of a business due to loss of corporate reputation, reduction in of a company’s market value, and can even cause closure of a business (Sharma, 2013). Cyber security breaches have increased in the recent past with hackers devising new approaches to access unwarranted information possessed by a company that either relates to the company itself or the customers’ information (Dhillon, 2015). 
Confidentiality is an essential aspect between an organization and the customer to the likely consequence that could emerge if a third party access personal information of an individual. Therefore, companies are entitled to defend themselves from cyber attacks by carrying out regular risk assessments, controlling and managing uncontrollable risks, developing a breach response plan as well as the implementation of best practices within an organization (Ernest & Young, 2018). However, hackers in one way or other devise tricky mechanisms to attack unsuspecting companies and retrieve unauthorized confidential information and thus, the need for continuous assessment of digital technologies exposure to cyber security threats (Vaidya, 2015). 
This essay discusses the ethical concerns about Uber data breach which was considered unethical in the recent past as argued by Wakefield (2017). Although data breach at times is beyond the control of an organization, some unethical practices affect a company’s reputation and image and consequently result to company’s adverse performance affecting its sustainability as argued by Manjunatha and Maqsud (2013). Uber data breach involved a beach of about 57 million drivers and consumers information to hackers (Wakefield, 2017). The scandal was considered unethical due to the concealment of the breach information and paying the hackers a ransom to erase the information (Wakefield, 2017). Confidential information breach is supposed to be communicated to the regulators and the customers to mitigate the possible harm that such breach can cause. Breach of confidential information is required to be reported to regulators such as The General Data Protection Regulation, National Cyber Security Centre and Information Commissioner Officer among others and thus, concealing such breach as Uber did amounts to unethical practice and also amounts to illegal corporate practice (Wakefield, 2017). 
This analysis will seek to establish the ethical and sustainability aspect of Uber breach in light of the relevant existing literature. The main issues that the essay discusses, therefore, include ethical consideration of the Uber scandal, sustainability impact of data breach scandal, and provide recommendations at the end of the analysis. 
[bookmark: _Toc527586298]Case Description 
Cyber security concerns are prevalent from a global perspective but the nature of threat varies depending on a region or a country. Data exposure has become one of the prevalent cyber security concerns with hackers accessing unwarranted information regarding a client relationship with an organization (Dhillon, 2015). Besides, the hackers also access data regarding existing and past clients and thus, pose threat to both a company and the customers. Among other reasons, lack of adequate investment in cyber security is cited to be one of the major contributors of fuelling cyber crimes (Dhillon, 2015). Organizations that frequently report cyber attacks do not adequately invest in cyber security such as having skilled cyber security personnel, training employees concerning cyber security, and integrating cyber security wit entire organizational systems among other factors (Dhillon, 2015). 
Uber is one of the largest car hire business on a global perspective. The company utilizes technology in engaging and communicating with drivers and customers (Pathak, 2017). The customers who in this case are the travelers use the company’s application on Smartphone to locate the nearest Uber cab for transport, make the booking and make payments online. Therefore, the company and the customers share information regarding their payment card number, locations, and names, among other information which can cause harm when leaked to external parties (Pathak, 2017). The year 2017 has seen the company experience various unethical scandals and concealing data breach is one of the unethical practices of the company (Kelleher, 2018). The data breach is one of the scandals that exposed about 57 million drivers and customers from a global perspective the company has its presence in various international markets (Wakefield, 2017). 
The data breach concerning Uber came into limelight after a year since the company had concealed the scandal through paying hackers a ransom. This is a complete lack of respect to the customers and the drivers since such data breach can result in adverse effects to them (Deelmann and Loos, 2002). Besides, paying a ransom to hackers does also enhance the growth of cybercrime as opposed to curing the vice and thus, the company acted unethically in handling the issue and thus, the case is a good example of analysis on matters concerning ethics and business sustainability (Wakefield, 2017). 
[bookmark: _Toc527586299]Ethical and Sustainability Issues and Stakeholder Analysis 
Business ethics such as the confidentiality of customers’ information determines its sustainability in the contemporary business environment which is characterized by intense competition (Krishna, Dangayach and Jain, 2011). Ethical practices significantly strengthen a company’s reputation and consequently translate to stronger relationships with the stakeholders and eventually enhance a company’s sustainability (Murthy, 2007). A business is dependent on a number of stakeholders for its sustainability and survival as argued by Dimitriades (2004). However, the relationship between a business and the stakeholders is adversely affected by unethical practices. 
Corporate social responsibility determines its level of commitment towards corporate ethics and determines its sustainability (Singh and Singh, 2013). Corporate social reasonability of a business considers its impact on the customers, suppliers, regulators, governments, physical environment among other factors. It is the obligation of a business to consider its impact on the entire stakeholders as well as the physical environment (Barić, 2017). Some of the ethical concerns that Uber data breach has an impact are the customers, suppliers, and employees who in this case are the drivers and the regulators.  These are the major stakeholders that the company’s decision to conceal data breach crime has a significant impact. 
[bookmark: _Toc527586300]Customers 
In any business, customers form the most significant stakeholder in ensuring the sustainability of a business (Krishna, Dangayach and Jain, 2011). The number of customers frequenting a business determines its sales volume, profitability, market share among other sustainability measures. However, with reduced demand for business products or services, the sustainability of such business becomes under threat and eventually results to closure or end of a business. 
Therefore, customers’ expectations should be met for a sustainable relationship with an organization (Silveira and Petrini, 2018). Customers derive value for their money from obtaining what they need and expect from a product or a service.  Some of the sources of values include the actual product or service, price, non-quantifiable benefits such as the impact of the product or a service on the environment post-sales services among other factors. The current business environment that is characterized by increased competition requires companies to develop a stronger relationship with the customers. The traditional approaches on a company’s management focused on generating profits through company-centric approaches (Friedman, 1970). However, the current business environment requires firms to be customer-centric, supplier centric and other stakeholder-centric for their sustainable performance (Murthy, 2007). Therefore, companies do not only attract customers but also attracts other stakeholder groups to a business. 
Before the scandals that befell Uber, customers derived value from the company’s services through convenient transport, affordability of the services, and quality service delivery. Although Uber has developed a strong relationship by meeting these customers’ expectations, concealing data breach and the information among other reported scandals coming into limelight are likely to impact on the business- customer relationships as well as the company revenue generation trend (Kelleher, 2018). Customers provide their information on the promise of confidentiality and when such ethical value lacks, the sustainability of the business-customer relationship is not guaranteed (Krishna, Dangayach and Jain, 2011). Customers are likely to avoid Uber services and shift demand to the competitors in the car services sector. Consequently, Uber stands the chance to lose customers, market value, market share, and reputation among other factors and cause a shift in demand to the competitors’ car services (Manjunatha and Maqsud, 2013). 
[bookmark: _Toc527586301]Suppliers
The sustainability of a business is also determined by the type of relationship that a business has with its suppliers as argued by Krishna, Dangayach, and Jain (2011). Organizations have significantly sought to develop stronger relationships with the suppliers to competitively position themselves concerning supplies intelligence and other useful information that facilitates planning (Alexander, Miesing and Parsons, n.d.). Uber suppliers involve car owners who use their cars to provide transport services to customers in various international markets. The data breach also involved exposure of drivers who are contracted by the company to execute service delivery to the customers. Therefore, concealing data leak to car owners and drivers unethical in exposing them to risks associated with their personal information leak (Wakefield, 2017). 
Strong relationships are developed on transparency and trust basis (Krishna, Dangayach and Jain, 2011). Therefore, Uber lacked transparency and trust through concealing the information leak and thus, stressed the relationship between the company and the car owners who are the suppliers of the company’s fleet of vehicles. Being untrustworthy is an act that hinders sustainability of the company’s relationship between them and thus, the company stands the chance to lose suppliers and face a shortage of vehicles supplies (Eisenegger, 2009). The primary objective of practicing ethical values is to enhance the sustainability of a business which goes further in eliminating disruptions of smooth operations. However, the company-supplier relationship was stressed by the Uber’s actions on concealing data breach information to the suppliers. 
[bookmark: _Toc527586302]Employees 
Attracting and retaining employees has become of significant importance in the modern business environment. Employee retention is not only meant to developing them within the organization for their benefit as well as achieving a company’s bottom line but is also meant to reduce the cost of acquiring new employees and training them (Dimitriades, 2004). Employees are one of the most valuable assets of an organization in determining the success in the performance of an organization (Adda, Azigwe and Awuni, 2016). Therefore, organizations are required to develop a strong relationship with the employees for improved productivity, competitive positioning, and business growth among other factors (Fontaine, 2013). However, strong employee-business relationships are enhanced by engaging them in various aspects including encouraging their contribution to an organization, effective communication and information sharing, motivation, trust, honesty, fairness among other factors (Dimitriades, 2004). However, the data breach news through cyber attacks was received in shock by Uber employees who trusted the company on their confidentiality and trust. Consequently, the sustainable relationship between the company and the employees was to some extent affected and thus, posing threat to the future performance of the employees with the company and the level of necessary trust between the company and the employees (Silveira and Petrini, 2018). 
[bookmark: _Toc527586303]Regulators 
Businesses run smoothly while conforming to the rules and regulations put forward by regulators. The primary objective of regulators in business intervention by regulators is to promote competitive trade among the players while at the same time protecting the rights of the consumers (Fontaine, 2013). Governments protect their respective consumers from unfair treatment by the businesses. Business owners are expected to develop strong relationships with regulators for sustainable business through compliance and avoid hefty fines and penalties that could hinder smooth operations of the business (Herrmann, 2004). For instance, the UK’s information commissioner had concern over Uber’s ethics and data policies (Wakefield, 2017). Instead of Uber reporting breach of data to facilitate the undertaking of risks mitigation measures, the company paid a ransom to cyber attackers and concealed information breach concerning the drivers and the customers (Karyda and Mitrou, 2016). 
Organizations particularly those that engage in digital technologies are required to be ethically accountable for the information sharing between a business and the stakeholders such as the employees, supplier, and customers (Goel and Ramanathan, 2014). They are required to have a risk mitigation plan, a risk response plan, to regularly establish cyber attack threats and take necessary corrective measure. To achieve the objectives of cyber security, organizations are expected to invest heavily in the cyber security budget to be proactive and reactive in combating cyber crimes (Dhillon, 2015). However, Uber unpreparedness to cyber attacks indicated the company’s lack of skilled resources, lack of quality controls, lack of executive support or awareness, budget constraints, governance issues among other factors all which are prerequisite requirements put forward by regulators. 
Deliberate concealing of the data breach, therefore, affects the sustainability of Uber in the legal framework and thus, could result to huge losses in billing huge fines, sanctions in some markets, and stricter rules enforcement by regulators on the future business of the company (Wakefield, 2017). This implies that the unethical act of concealing the information about data breach to cyber attackers hinders the sustainability of Uber business and thus, the company risks to incur huge losses to overcome the scandal and thus, hindering smooth operations of the business and preventing allocation of resources to other viable activities. 
[bookmark: _Toc527586304]Recommendations
Ethical practices are crucial in determining the sustainability of a business in its current and future operations (Ashokkumar, 2014). However, unethical corporate business hinders a firm’s sustainability and do not only affect a business market share through tainted reputation but could also result to business collapse and hinder attainment of business goals and objectives (Gligorijevic and Leong, 2011). Building back reputation to an already tainted one is costly and challenging but it is worth giving a try for the sustainability of a business (Gligorijevic and Leong, 2011).  In light to the Uber case on concealing data breach for a year and paying hackers a ransom to delete the leaked information, the following recommendation can be effective in rebuilding the business reputation and winning trust among the relevant stakeholders;
[bookmark: _Toc527586305]Being Transparent 
Transparency plays an integral role in enhancing trust between a business and the stakeholders (Eisenegger, 2009). Uber lacked transparency in the first instance by lack of reporting the data breach incident to the relevant stakeholders to facilitate taking corrective measures to minimize the impact of risk that could cause more harm to the drivers and the customers (Karyda and Mitrou, 2016). Therefore, the company should develop a transparency mechanism of bringing the business operations and information to the limelight to the stakeholders. This can be achieved through the introduction of sustainability reporting alongside its financial reports to build trust among the relevant stakeholders (Eisenegger, 2009).  
[bookmark: _Toc527586306]Adequate Preparation and Response to Future Cyber Attack Incidents
Cyber attacks evolve significantly with new approaches to data and information theft approaches being discovered by attackers (Dhillon, 2015). This implies that cyber attacks are inherent with the use of digital technologies and thus, more attacks are likely to hit Uber if adequate preparation and response mechanism is not put into place (Ernest & Young, 2018). 	Therefore, Uber should plan and prepare for possible future cyber security incidents to prevent recurrence and develop trust among stakeholders with an objective of promoting ethical practices and developing sustainable relationships with stakeholders who ensure smooth running of the car hire business (Eisenegger, 2009). 
Therefore, the company should;
· Have a monitoring mechanism in place to continuously evaluate the company’s exposure to cybersecurity threats in future (Dhillon, 2015)
· Invest adequately to cyber security management such as training the cyber security professionals and remunerating them competitively  (Dhillon, 2015)
· Introduce internal control mechanism that assigns firewall access to designated personnel among other measures to prevent future cyber attacks (Dhillon, 2015)
[bookmark: _Toc527586307]Reporting the Breach Incident to the Relevant Stakeholders When It Occurs 
 	Although the incident of data breach came after a year, Uber should consider taking the full responsibility and reporting to the relevant stakeholders of the company (Singh and Singh, 2013). Besides, the company can consider compensating those who suffered a loss due to information breach by gathering information from the affected (Karyda and Mitrou, 2016). By doing so, the company would re-build the relationships with the stakeholder and thus, facilitate sustainability of the business in the future. 
[bookmark: _Toc527586308]Conclusion 
Business ethics are essential for business sustainability as well as its survival. When unethical practices of an organization such as concealing information and data as with the case of Uber, surfaces in the limelight, they have an adverse impact on a company’s reputation and consequently impairs the sustainability of a business. Reputational costs are expensive to an organization since rebuilding trust with the stakeholders; especially the customers become a challenge and might be irreversible or yield insignificant results.  The smooth running of a business with no or minimal disruptions is a significant importance for the success of a company and its competitive positioning. Developing strong relationships with the business stakeholders ensures its sustainability and prevents disruptions that can be costly to an organization. 
The current business environment has experienced significant changes where business stakeholders have become more knowledgeable concerning companies and their offerings in a market. Therefore, a business should strive to practice ethically when relating to its stakeholders for sustainable relationships. Lack of concern over a single group of stakeholders adversely impacts on its sustainability and competitiveness in the environment that the business executes its operations.  Cyber attacks are inherent to a business that depends on digital solutions to execute business such as Uber. Therefore, having a plan and response mechanism to curb the cyber security threats is of significant importance to avoid disruptions in smooth operations of a business. 
Therefore, Uber should consider rebuilding trust among the affected stakeholders by being more transparent, having both proactive and reactive plans to prevent or minimize the impact of future cyber security threats and owning the responsibility of data protection by compensating the affected parties with an objective of demonstrating ethical corporate practices and developing sustainable relationships with the stakeholders for sustainable business performance.
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